
How OpenSSF Projects & SIGs Work Together (“CI/CD View”)
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Vulnerability Disclosures WGBest Practices WG

Identifying Security Threats WG

Securing Critical Projects WGSecurity Tooling WG Supply Chain Integrity WG

Securing Software 
Repositories WG

Associated Projects

A. Secure Software Development 
Fundamentals courses SIG

B. Security Knowledge Framework 
(SKF) project

C. OpenSSF Best Practices Badge 
project

D. OpenSSF Scorecard project
E. Great MFA distribution SIG
F. Common Requirements 

Enumeration (CRE) project
G. Concise & Best Practices Guides 

SIGs
H. Education SIG - Mob. Plan
AJ. Memory Safety SIG - Mob. Plan

I. CVD Guides SIGs
J. OSS-SIRT SIG - Mob. Plan
K. Open Source Vuln Schema 

(OSV) project 
AK. OpenVEX SIG
AL.Vuln Autofix SIG

L. Alpha & Omega project
M. Office Hours SIG
N. Security Insights
O. Security-Metrics: Risk

Dashboard project - Mob. Plan
P. Security Reviews project

Q. SBOM Everywhere SIG - Mob. 
Plan

R. False-Positive Suppression 
Spec SIG

S.[ Guide to Security Tools SIG ]
T. [ cve-benchmark SIG ]
U. OSS Fuzzing SIG
V. DAST scanning & web app 

definitions SIG

W. Supply-chain Levels for 
Software Artifacts (SLSA) SIG

X. Factory for Repeatable Secure 
Creation of Artifacts (FRSCA) 
SIG

Y. Secure Supply Chain 
Consumption Framework 
(S2C2F) SIG

Z. List of Critical Open Source 
Projects, components, & 
Frameworks SIG

AA. criticality_score project
AB. Harvard study SIG
AC. package-feeds / 

package-analysis project
AD. allstar project

AH. sigstore
AI. Core Toolchain Infrastructure 

(CTI) support

AG. Survey of OSS Repos SIG 
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https://github.com/ossf/wg-vulnerability-disclosures
https://github.com/ossf/wg-best-practices-os-developers
https://github.com/ossf/wg-identifying-security-threats
https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/wg-security-tooling
https://github.com/ossf/wg-supply-chain-integrity
https://github.com/ossf/wg-securing-software-repos
https://github.com/ossf/wg-securing-software-repos
https://openssf.org/training/courses/
https://openssf.org/training/courses/
https://owasp.org/www-project-security-knowledge-framework/
https://owasp.org/www-project-security-knowledge-framework/
https://bestpractices.coreinfrastructure.org
https://github.com/ossf/scorecard
https://github.com/ossf/great-mfa-project
https://github.com/OWASP/common-requirement-enumeration
https://github.com/OWASP/common-requirement-enumeration
https://openssf.org/resources/guides/
https://github.com/ossf/education
https://github.com/ossf/Memory-Safety
https://github.com/ossf/oss-vulnerability-guide
https://github.com/ossf/SIRT
https://github.com/ossf/osv-schema
https://github.com/ossf/osv-schema
https://github.com/ossf/OpenVEX
https://github.com/ossf/alpha-omega
https://openssf.slack.com/archives/C03LTHA6M61
https://github.com/ossf/security-insights-spec
https://github.com/ossf/Project-Security-Metrics
https://github.com/ossf/Project-Security-Metrics
https://github.com/ossf/security-reviews
https://drive.google.com/drive/folders/154MCLeIOQEgPpTUL7yzplOiipBVJ5KZJ
https://docs.google.com/document/d/1811qanC8h9egv3Iszn_rrXGtAoSCz0YJGzp9vACjjH8/edit#
https://docs.google.com/document/d/1811qanC8h9egv3Iszn_rrXGtAoSCz0YJGzp9vACjjH8/edit#
https://github.com/ossf/wg-security-tooling/blob/main/guide.md
https://github.com/ossf-cve-benchmark/ossf-cve-benchmark
https://docs.google.com/document/d/1u4_vL0UK69C7D3qatP9Q6gjGX1PMJjWnO4-3F4pJ0oo/edit#
https://github.com/ossf/wg-security-tooling/wiki/WebAppDefn
https://github.com/ossf/wg-security-tooling/wiki/WebAppDefn
https://slsa.dev/
https://slsa.dev/
https://github.com/buildsec/frsca
https://github.com/buildsec/frsca
https://github.com/ossf/s2c2f
https://github.com/ossf/s2c2f
https://github.com/ossf/s2c2f
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit
https://github.com/ossf/criticality_score
https://www.coreinfrastructure.org/programs/census-program-ii/
https://github.com/ossf/package-feeds
https://github.com/ossf/package-feeds
https://github.com/ossf/allstar
https://www.sigstore.dev/
https://github.com/ossf/wg-securing-software-repos/tree/main/survey/2022

